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RFQ of Hardware Security Module (HSM):

Technical Specification:
	SL No.
	Technical Specification

	
	Name of Item
	Description

	1
	Brand 
	Yubico

	2
	Model
	YubiHSM2

	3
	Country of Manufacture
	USA/Sweden

	4
	No of HSM
	3

	5
	Cryptographic interfaces
	· PKCS#11 API version 2.40
· Key Storage Provider (KSP) to access Microsoft CNG. The KSP is provided as 64-bit and 32-bitDLLs

	6
	RSA
	· 2048, 3072, and 4096 bit keys (with e=65537)
· Signing using PKCS#1v1.5 and PSS
· Decryption using PKCS#1v1.5 and OAEP

	7
	Elliptic Curve Cryptography (ECC)
	· Curves: secp224r1, secp256r1, secp256k1, secp384r1, secp521r, bp256r1, bp384r1, bp512r1, Ed25519
· Signing: ECDSA (all except Ed25519), EdDSA (Ed25519 only)
· Derivation: ECDH (all except Ed25519)

	8
	Key wrap
	Import and export using NIST-approved AES-CCM Wrap with 128, 196, and 256 bit keys

	9
	Hashing functions
	SHA-1, SHA-256, SHA-384, SHA-512

	10
	Attestation
	Asymmetric key pairs generated on-device may be attested using a device-specific HSM attestation key and certificate, or using own keys and certificates imported into the HSM.

	11
	Random numbers
	On-chip True Random Number Generator (TRNG) used to seed NIST SP 800-90A Rev.1 AES-256CTR_DRBG

	12
	Storage capacity
	· All data stored as objects. 256 object slots, 126KB max total
· Stores up to 127 rsa2048 or 93 rsa3072 or 68 rsa4096 or 255 of any elliptic curve type, assuming only one authentication key is present

	13
	Host interface
	Universal Serial Bus (USB) 1.x Full Speed (12Mbit/s) Peripheral with bulk interface

	14
	Form factor
	nano designed for confined spaces such as internal USB ports in servers

	15
	Management
	Mutual authentication and secure channel between applications and the HSM

	16
	Warranty
	3 years warranty






Support Type:
	Severity Level
	General Evaluation Criteria
	Response Time (24/7/365)
	Resolution Time (24/7/365)

	High
	A problem that critically effects on ability of doing regular business. System functionality is unavailable or down due to hardware or software failure.
	
By Email/Phone: 15 Minutes
Onsite: 02 Hours
	
04 hours 

	Medium
	Any Hardware or software component failure that leads to degradation of system performance.
	
	08 Hours

	Low
	System is having minor issue. Insignificant error without impacting usual business or system performance.
	
	24 Hours




Penalty Clause on Service Failure:

1% of the work order value will be penalized on each failure to meet service level.
If resolution time is greater than agreed service level, then 0.25% will be add as penalized for each hour delay for severity level ‘High’ and 0.1% will be penalized for each hour delay for severity level ‘Medium’ and ‘Low’.

Scope of AMC Service: 

The scope of service is as below but not limited to:
    
· Complete diagnosis and Part replacement (if needed) will be carried out by bidder local partner 
· Install, configure and commission of the HSM as per requirement of the Bank.
· Maintain all the hardware and software of the Server systems by 24/7/365 days without any interruption.
· Ensure resource or emergency product support If required any application/server related maintenance from BRAC Bank.
· Provide till date patch, firmware, software up-gradation, Security Enhancement, as required to maintain compliance and standard practice preferably without any service interruption within the AMC period, with shortest time of the component release.
· Bridge between OEM, Local partner and BRAC Bank for knowledge transfer, problem troubleshoot and best use of the product.
· Ensure that BRAC Bank can use all the product facilities as and when required
· To ensure single point of contact, backup contact and support contact escalation matrix
· To provide a quarterly report of the health status of the Server system along with performance forecast and performance improvement plan.
· All services and supplied parts, labour, transport and logistic cost is inclusive in the AMC amount.

NB: A detailed Service Level Agreement (SLA) covering above clauses but will be not limited to, will be signed after the work is awarded between the awardee and the Bank.

