                                           Scope of Work 

Below is the listed with HSM model with Serial Number:
	S/N
	Device Name-Model
	As per Shipping Serial no
	Serial No.
	AMC Start Date
	AMC End Date

	1
	SafeNet Network Hardware Security Module (HSM)
Model-7000
	FR003248

	500734
	3rd Oct 2020
	3rd Oct 2022

	2
	
	FR003253
	508769
	3rd Oct 2020
	3rd Oct 2022




Support Type:
Support to be provided by Local partner of SafeNet for next 2 years.
	Severity Level
	General Evaluation Criteria
	Response Time (24/7/365)
	Resolution Time (24/7/365)

	High
	A problem that critically effects on ability of doing regular business. System functionality is unavailable or down due to hardware or software failure.
	
By Email/Phone: 01 Hour
Onsite: 02 Hours
	
04 hours 

	Medium
	Any Hardware or software component failure that leads to degradation of system performance.
	
	08 Hours

	Low
	System is having minor issue. Insignificant error without impacting usual business or system performance.
	
	24 Hours






Penalty Clause on Service Failure:

[bookmark: _GoBack]1% of the work order value will be penalized on each failure to meet service level.
If resolution time is greater than agreed service level, then 0.25% will be add as penalized for each hour delay for severity level ‘High’ and 0.1% will be penalized for each hour delay for severity level ‘Medium’ and ‘Low’.




Scope of AMC Service: 

The scope of service is as below but not limited to:
    
· AMC will start from the 03rd October 2020 
· Complete diagnosis and Part replacement (if needed) will be carried out by bidder local partner of SafeNet.
· Install, configure and commission of the HSM as per requirement of the Bank.
· Maintain all the hardware and software of the HSM by 24/7/365 days without any interruption.
· Ensure resource or emergency product support If required any maintenance from BRAC Bank.
· General preventive maintenance (Every 3 months) followed by detail report to be submitted to the Bank.
· Provide till date patch, firmware, software up-gradation, Security Enhancement, as required to maintain compliance and standard practice preferably without any service interruption within the AMC period, with shortest time of the component release.
· Bridge between Local Partner of SafeNet and BRAC Bank for knowledge transfer, problem troubleshoot and best use of the product.
· Ensure that BRAC Bank can use all the product facilities as and when required
· To ensure single point of contact, backup contact and support contact escalation matrix
· To provide a quarterly report of the health status of the HSM along with performance forecast and performance improvement plan.
· All services and supplied parts, labour, transport and logistic cost is inclusive in the AMC amount.

NB: A detailed Service Level Agreement (SLA) covering above clauses but will be not limited to, will be signed after the work is awarded between the awardee and the Bank.

